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Intellectual Capital

Keeping pace with advancements in technology 

is important to be able to leverage them to 

the organisation’s advantage. At Apraava 

Energy, we value intellectual infrastructure 

and expertise that the Company has 

built over the years. We have always 

encouraged our people to be explorers 

so as to remain relevant in today’s 

rapidly evolving digital world. We 

firmly believe that a digitally advanced 

organisation is resilient in the long 

run. With this belief, Apraava has 

implemented number of ditigal initiatives 

to keep pace with the latest technologies 

and DigiVartan is one such key initiative.

Apraava’s Roadmap to Digitalisation

Build the core Digitise the core

Integrate the core

»

»

»

MATERIAL TOPICS

Digital Transformation

Data Security

Risk Management

As part of the project, we successfully implemented our greenfield cloud-hosted Enterprise Resource 

Planning (ERP) solution which enables us to make enterprise-wide decisions more efficiently. This proj-

ect has also led to 75% reduction in paper usage and enhanced automated business processes includ-

ing billing at our Renewable Energy (RE) sites and sale of fly ash and gypsum at JPL. Apart from this, 

we have also established a central monitoring hub at all RE sites; implemented an IT service manage-

ment tool for tracking services, incidents, and safety reporting at JPL and, adopted end-user protection 

services and software suites -- BLISS and Diligent -- for paperless board meetings. Across JPL and RE 

business operations, we utilise Artificial Intelligence tools (AI) for analysis and optimisation of plant 

performance for enhanced results.

DIGIVARTAN

Our biggest digital project to date, DigiVartan, 

aimed at an organisation-wide transformation, 

was launched in August 2022. Through this proj-

ect, we seek to build ‘ONE integrated business 

platform’ in a phased manner over a period of 

three years. The objectives involve harmonising 

and simplifying business processes on ONE Op-

erating Platform, speeding up decision making 

and streamlining activities across businesses 

and functions.

Working on ONE unified business platform Enhanced clarity and openness

Streamlining business operations through the 

usage of ONE comprehensive system
Augmented adaptability

Achieving transparency and eliminating con-

fusion with ONE master dataset
Elevated employee involvement

Establishing communication through ONE lan-

guage with ONE set of definitions
Expanded opportunities

Expedite and enhance decision-making with 

ONE reliable data source
Greater flexibility and responsiveness

Facilitating synchronisation of actions across 

different business units and functions
Superior operational framework

OBJECTIVES OUTCOMES
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Transitioning to Paperless Invoices

ISO/IEC 27001:2022 - Information Security Management System Certification

Apraava Energy has successfully undergone ISO 

27001 certification for its Jhajjar Power Limited’s 

(JPL) Operational Technology (OT) Environment. 

This certification, apart from being critical for 

various compliance requirements of various gov-

ernment bodies, is testimony to Apraava Energy’s 

commitment to best practice security framework 

to safeguard their information assets.

It helped stabilise JPL OT Security by providing 

a structured framework for mitigating security 

threats, strengthening people, process and tech-

nology pillars of cybersecurity.

Further, Apraava Energy’s Information and Secu-

rity Management System (ISMS) underwent ISO 

27001:2022 certification, to ensure best cyberse-

curity practices & procedures are deployed across 

the organization’s IT systems uniformly.

OPERATIONAL TECHNOLOGY (OT) INFORMATION TECHNOLOGY (IT)

Jhajjar Power Limited (JPL) is a coal-fired power station, produces ash and gypsum as regular 

by-products during power generation. We have tied up with several cement manufacturers, 

gypsum board manufacturers, brick manufacturers, traders and ready-mix concrete plants for 

the offtake of these by-products. This involves inward and outward movement of trucks to and 

outside JPL. For several years, this process involved use of printed invoices that amounted to 

over 35,000 copies in a month. Management of these invoices consumed 3-4 person days as 

well as fuel usage.

It was decided that this process could be digitalised through the logistics management system. 

The various teams involved collaborated to create and implement an integrated system for 

generating digitally signed invoices and cloud-based sharing with customers. Customers can 

now view and download their invoices through a web portal and also receive digitally signed 

invoices in real time through auto-generated e-mails.

The initiative has resulted in a 75% reduction in the quantity of paper printed for this purpose 

while also sensitising internal and external stakeholders about the importance of conserving 

resources and going digital without hampering the process. 

At Apraava Energy, we are aware of the challenges that come 

with technology. In an increasingly digitalised world, data secu-

rity risks are rising in tandem. Conscious of this, as we transition 

to more efficient digital tools, we also prioritise protecting our 

organisation, assets, and personnel from potential cyberthreats. 

To this end, we have implemented various measures to minimise 

these risks. 

Our cybersecurity strategy is multifaceted, involving the imple-

mentation of robust policies and procedures; adoption of robust 

IT security practices and, regular cybersecurity awareness train-

ings for all employees. We also conduct thorough vulnerability 

assessments to identify potential vulnerabilities, threats and risks 

to our assets. Furthermore, our data protection infrastructure is 

designed to rigorously monitor and manage our systems, ensur-

ing maximum security regardless of location or device used to 

access and process data. We prioritise confidentiality, integrity, 

and availability of  critical information assets so as to maintain 

the trust and confidence of our stakeholders.

Fortifying Cybersecurity Measures
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1.  Risk Assessment and Prioritisation

We conduct comprehensive risk assessments to identify and prioritise cybersecurity risks based on 

impact, likelihood, and severity. We utilise the Defence in Depth risk management process to evaluate 

and prioritise risks for targeted mitigation.

2. Security Controls Implementation

Cybersecurity controls are aligned with tactical risk mitigation strategies. We have implemented 

technical controls, security measures and best practices to address specific cybersecurity risks and 

vulnerabilities proactively. For example, we do not conduct similar phishing simulations to gauge 

User and Entity Behaviour Analytics (UEBA). Instead, we tweak the phishing simulation content to 

challenge existing user behaviour and, based on the results, align security controls. 

3. Continuous Monitoring and Improvement

We implement continuous monitoring mechanisms to track cybersecurity risks, vulnerabilities and 

threats in real time. The organisation leverages Defence in Depth principles and CERT-IN  guidelines 

to refine cybersecurity practices, enhance resilience and adapt to evolving cyberthreats. 

4. Actionable Intelligence

Predictive analytics is a powerful tool for identifying potential security threats before they occur. We 

have upgraded to latest Artificial Intelligence (AI)- and Machine Learning (ML)-based threat analysis 

for harvesting predictive risk-based data. 

Integrating tactical risk management practices within the Apraava Energy Cybersecurity Framework has 

helped us strengthen cybersecurity defences and mitigate cyberthreats effectively. We are in a position 

to navigate the complex cybersecurity landscape with agility, resilience and confidence.

To effectively pursue growth in action for Apraava Energy, transforming into a technologically enhanced 

organisation is imperative. We are firmly on the path to leverage this digital advantage to transition 

towards becoming a low-carbon business and contribute to a sustainable, happy planet.
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